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1. Executive Summary: Building Safe Al Behaviors in
Healthcare Work

Healthcare employees at all levels are increasingly using enterprise Al tools, including Microsoft 365
Copilot, to summarize information, draft content, analyze workplace materials, prepare
communications, and improve everyday productivity. These tools can create meaningful efficiencies, but
they also introduce new privacy, confidentiality, and judgment risks when employees work near patient
information, operationally sensitive data, or role-specific healthcare context. Healthcare employees
need to be able to confidently use Al tools while keeping the company safe and practicing compliance
with information safety.

This training initiative focuses on how employees should apply HIPAA, PHI, privacy, confidentiality, and
organizational policy when using Al in the course of their work. It is not intended to teach every
employee how to perform job-specific tasks with Copilot; those role-based productivity workflows
should be addressed in separate trainings. Instead, this program establishes the shared decision-making
principles and safe-use behaviors that all employees need before applying Al within their specific roles.

The training strategy shared here intentionally breaks the learning into manageable chunks so
employees are not overwhelmed. Learners first build a common understanding of what information
must be protected, then practice behavioral principles such as data minimization, purpose limitation,
human review, approved-tool use, and escalation when unsure. Later phases can extend this foundation
into job-role checklists and practical examples for administrative staff, IT support, compliance and
privacy teams, clinicians, and other workforce groups.

DESIGN PRINCIPLE: Teach stable safe-use behaviors that apply across enterprise Al tools, while keeping
tool-specific features, approved use cases, and role-based productivity workflows separate and easy to
update.
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This program serves the full healthcare workforce that may use enterprise Al tools, including Microsoft

365 Copilot, to support everyday work. The audience design prioritizes responsible behavior around

HIPAA, PHI, privacy, confidentiality, and approved-use boundaries rather than teaching job-specific

productivity workflows. Learners are grouped by the type of information they commonly handle, the

decisions they make, and the privacy risks they may encounter in their role context.

,-Audience Group

Common Al-Adjacent
Workflows

Primary Learning Need

Design Implication

All Workforce Al Users

Drafting messages,
summarizing
documents or
meetings, analyzing
work materials,
creating outlines,
preparing
presentations,
organizing tasks, and
improving everyday
productivity.

Know what information
should not be entered
into Al tools, when to
use approved
enterprise tools, how
to minimize sensitive
context, and when to
pause and ask for
guidance.

Use short, practical
scenarios and plain-
language rules that
support consistent
behavior across roles
without teaching job-
specific Copilot tasks.

Group 1: Leaders,
Managers & Workforce
Decision-Makers

Summarizing staffing
information, drafting
team communications,
reviewing
performance-adjacent
content, analyzing
operational trends, and
making decisions that
affect employees or
patients.

Understand privacy,
fairness,
confidentiality, and
human-review
expectations when Al
outputs may influence
people, staffing, access,
escalation, or
operational decisions.

Include decision-quality
and accountability
scenarios that reinforce
that Al may support
judgment but must not
replace responsible
human review.

Group 2: Compliance,
Privacy, Legal, Security
& IT Support

Reviewing Al use cases,
supporting access
controls, responding to
privacy questions,
interpreting policy,

Provide consistent
guidance on approved
tools, PHI handling,
escalation, auditability,
incident reporting, and

Design with reusable
decision aids,
escalation scripts,
governance references,
and shared language
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Design Implication

monitoring safe-use
patterns, and helping
employees resolve
ambiguous situations.

policy updates without
creating unnecessary
friction for responsible
use.

that frontline
employees can apply
quickly.

Group 3: Clinician
Community, Non-
Physician Clinicians

Using Al-adjacent tools
near care coordination,
nursing workflows,
patient follow-up,
intake processes, lab
workflows, shift or
handoff summaries,
quality work, education
materials, and
operational
documentation.

Recognize when clinical
context may contain
PHI or patient-sensitive
details, distinguish safe
summarization from
unsafe disclosure, and
know when nursing,
PA, MA, lab worker, or
nurse practitioner
judgment or escalation
is required.

Use inclusive examples
across nursing,
physician assistants,
medical assistants, lab
workers, and nurse
practitioners without
implying hierarchy or
excluding care-team
contributors.

Group 4: Physicians

Using Al-adjacent tools
where physician
review, patient-facing
communication, clinical
interpretation, care
recommendations,
clinical education,
policy interpretation, or
oversight of patient-
care implications may
be involved.

Recognize when
patient-specific details,
clinical examples,
notes,
communications, or
care context contain
PHI or sensitive
information; apply
safe-use principles
before using Al; and
determine when de-
identification, human
review,
Privacy/Compliance
input, or clinical
governance review is
needed.

Emphasize physician
responsibility for
protecting patient
information while
avoiding the impression
that privacy ownership
rests only with
physicians; connect
examples to oversight,
clinical judgment,
patient
communication, and
escalation.

Clinician grouping guidance for design purposes: Treat physicians / MDs as a distinct audience group

when examples involve clinical oversight, patient-facing communication, clinical interpretation, care

recommendations, or physician accountability. Treat the broader clinician community as the non-
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physician clinical workforce, including nursing, physician assistants, medical assistants, lab workers, and
nurse practitioners. Call out nurse practitioners separately when scope-of-practice, prescriptive
authority, independent assessment, or patient-communication responsibility changes the privacy
decision or example.

Grouping guidance: Avoid using “clinician” as shorthand for physicians alone. The audience model now
gives physicians / MDs a distinct row while preserving a non-physician clinician community row for
nursing, physician assistants, medical assistants, lab workers, and nurse practitioners. The goal is not to
rank clinical roles, but to help each role recognize how Al privacy decisions show up in its own workflow.

Clinician subgroup examples: Physicians / MDs may need examples involving Al-assisted drafting of
non-patient-specific education materials, summarizing policy guidance before clinical review, checking
whether a draft communication accidentally includes patient-identifying context, or determining when
clinical oversight is required before Al-supported content is shared. Nursing examples may focus on
handoff-adjacent notes, care coordination language, and whether Al should be used to summarize
information that includes patient details. Physician assistant and nurse practitioner examples may
include patient follow-up drafts, clinical documentation support boundaries, and when independent
communication responsibilities require extra privacy review. Medical assistant examples may include
intake workflows, appointment context, and patient-facing message preparation. Lab worker examples
may include result routing, specimen-related context, and avoiding disclosure of identifiable patient or
test-result information in Al prompts.

Likely Barriers to Safe Al Adoption

e PHI Boundary Confusion: Employees may not recognize when ordinary work content contains patient
identifiers, clinical details, or combinations of information that become PHI in context.

¢ Productivity Pressure: Learners may be tempted to paste too much information into Al tools to save
time, especially when drafting communications, summarizing documents, or analyzing operational
materials.

e Tool Approval Uncertainty: Employees may not know which Al tools are approved for enterprise use,
which use cases are allowed, or where to check current organizational guidance before using Al with
sensitive information.

¢ Role-Context Gaps: Generic Al training may not feel relevant if examples do not reflect administrative,
operational, IT, compliance, privacy, leadership, and clinical workflows where HIPAA and privacy
decisions actually occur.



Page 6

3. Enterprise Governance & Oversight Model

Responsible enterprise Al adoption in healthcare requires clear governance that helps employees use Al
safely without pausing productivity unnecessarily. The oversight model should define who approves Al
tools and use cases, who maintains privacy and HIPAA guidance, who supports training and
reinforcement, and how employees can escalate uncertainty before sensitive information is exposed.

ENTERPRISE Al GOVERNANCE FRAMEWORK

1. Executive Sponsorship & Risk Ownership: Sets the organization’s expectations for responsible Al use,
assigns decision rights, and reinforces that safe Al behavior is part of healthcare quality, privacy, and
workforce accountability.

2. Compliance, Privacy & Legal Oversight: Owns HIPAA, PHI, privacy, confidentiality, and approved-use
guidance. Maintains the authoritative source for what information may be used with approved
enterprise Al tools and when escalation is required.

3. IT, Security & Platform Administration: Manages access, identity controls, approved enterprise Al tool
configuration, audit capabilities, data protection settings, and technical safeguards that reduce the risk
of inappropriate Al use.

4. Learning & Capability Development: Designs plain-language training, microlearning, behavioral
principles, practice scenarios, reinforcement assets, and future role-based checklists that help
employees apply privacy judgment in everyday work.

5. Business, Operational & Clinical Representation: Reviews examples and scenarios for role relevance
across administrative, operational, leadership, support, and clinician audiences, including physicians /
MDs, nursing, physician assistants, medical assistants, lab workers, and nurse practitioners.

Governance principle: Employees should not be expected to memorize every Al policy detail. Instead,
governance should make the safe path easy to find: use approved enterprise Al tools, avoid entering PHI
unless explicitly authorized, minimize sensitive context, verify outputs before use, and escalate when
the situation is unclear.

Escalation model: The training should direct learners to a simple support path for Al-use questions, such
as manager guidance for workflow questions, Privacy or Compliance for PHI and HIPAA questions, IT or
Security for tool access and suspicious behavior, and Learning or change champions for training support.
This keeps uncertainty visible and prevents employees from making isolated decisions about sensitive
information.
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4. Learning Strategy & Safe Al Use Framework

The learning strategy separates durable safe-use behaviors from tool-specific instructions that may
change over time. Employees should learn a small set of repeatable principles they can apply across
enterprise Al tools, including Microsoft 365 Copilot, rather than memorize detailed platform features or
shifting policy language. This keeps the training practical, role-relevant, and easier to maintain as
approved tools, privacy guidance, and workplace use cases evolve.

Stable Principles vs. Live Policy References

¢ Stable Training Content: Focuses on privacy judgment, data minimization, PHI recognition, approved
enterprise Al tool awareness, prompt discipline, output verification, confidentiality, and escalation when
unsure. These behaviors remain relevant even when specific tools, features, or policies change.

¢ Live Policy Reference: A maintained source of truth, such as a SharePoint page, intranet article, Teams
pinned resource, or policy hub, should state which Al tools are approved, what information may be
used, what use cases are restricted, and where employees should go for help.

The Safe Al Use Decision Model

Learners are trained to pause before entering information into an Al tool and use a simple decision
model that can apply across roles:

1. Identify the information: Does the content include PHI, patient identifiers, clinical details, employee-
sensitive information, confidential business data, or context that could reveal something private when
combined with other details?

2. Confirm the tool and purpose: Is the Al tool approved for enterprise use, and is this use case allowed
for the type of information involved?

3. Minimize, protect, and verify: Remove unnecessary sensitive details, use only the minimum
information needed, avoid entering PHI unless explicitly authorized, review Al outputs before sharing or
acting on them, and escalate when the answer is unclear.
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5. Target Learning Objectives (By Audience Group)

Overall Program Objectives
By completing this program, participants will be able to:

e Recognize when work content may contain PHI, patient identifiers, employee-sensitive information,
confidential business data, or context that becomes sensitive when combined with other details.

¢ Use approved enterprise Al tools only for permitted purposes, and check the current organizational
reference point when tool approval or use-case boundaries are unclear.

e Apply data minimization, de-identification, prompt discipline, and confidentiality practices before
entering information into Al tools.

e Review Al-generated outputs for accuracy, appropriateness, privacy risk, bias, and unintended
disclosure before sharing, acting on, or storing the output.

All Workforce Al Users Objectives

¢ Identify common situations where everyday work content may include PHI, patient context,
confidential internal information, or employee-sensitive details.

¢ Decide whether a task is appropriate for an approved enterprise Al tool by checking the information
type, purpose, and current organizational guidance.

e Rewrite prompts to remove unnecessary sensitive details, avoid patient-identifying information, and
request only the minimum support needed from the Al tool.

Group 1: Leaders, Managers & Workforce Decision-Makers Objectives

e Apply human-review expectations when Al outputs may influence staffing, employee communications,
operational decisions, patient-facing decisions, or sensitive workplace judgments.

¢ |dentify when Al-assisted summaries, analyses, or drafts may introduce privacy, fairness,
confidentiality, or bias concerns that require additional review or escalation.

¢ Model responsible Al behavior for teams by reinforcing approved-tool use, data minimization, output
verification, and psychological safety for asking questions before acting.

Group 2: Compliance, Privacy, Legal, Security & IT Support Objectives

¢ Interpret and communicate organizational Al guidance in plain language so employees understand
which tools and use cases are approved, limited, or prohibited.

e Support consistent escalation pathways for HIPAA, PHI, privacy, confidentiality, tool-access, and
suspicious-use questions.
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e Monitor training feedback, policy questions, and safe-use patterns to identify where additional
examples, job-role checklists, or governance updates are needed.

Group 3: Clinician Community, Non-Physician Clinicians Objectives

e Recognize when Al use near care coordination, nursing workflows, patient follow-up, intake processes,
lab workflows, handoff information, quality work, education materials, or operational documentation
may introduce PHI, privacy, or confidentiality risk.

e Apply role-appropriate judgment before using Al to draft, summarize, or organize clinical-adjacent
content, including knowing when de-identification, manager review, Privacy review, clinician oversight,
or escalation is needed.

e Distinguish when nursing, physician assistant, medical assistant, lab worker, and nurse practitioner
examples require different privacy decisions because of care-team responsibilities, scope-of-practice,
result handling, workflow context, or patient communication responsibilities.

Group 4: Physicians Objectives

e Recognize when physician-facing Al use may involve patient-specific details, clinical interpretation,
care recommendations, patient-facing communication, clinical education, policy interpretation, or
oversight of patient-care implications that require HIPAA, PHI, privacy, or confidentiality safeguards.

e Apply safe-use principles before using Al for physician review, communication drafting, education
materials, clinical-adjacent summaries, or care-context analysis, including de-identifying information,
minimizing patient context, verifying accuracy, and preserving human clinical judgment.

e Determine when Al-supported content requires additional physician review, Privacy or Compliance
input, clinical governance review, or escalation before it is shared, acted on, stored, or used in patient-
facing or care-related contexts.
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6. Training Delivery Design

This training design follows a blended learning approach. In general, concepts and examples of
behaviors are shared in both eLearning content supported by handouts based on specific job roles and
key concepts on maintaining privacy and safety of the business and organization.

Talking points to reinforce safety behaviors are shared with managers of all employees who can
reference a portal with access to all materials and checklists needed to support the learning.

Training delivery is paired with robust change management communication.

The model for delivery follows Miller’s Pyramid and Merrill’s Principles of Instruction as illustrated
below.

Applying Merrill’s Principles
of Instruction to Al Safety

Problem-Centered

The training is anchored in the
authentic, real-world tasks
and how to apply Al safe use.

Activation

Trainees complete modest tasks
explicitly activate their
knowledge about safe Al use.

Demonstration

Next, learners watch simulated
scenarios and exemplar of various
Al safety principles or rules.

Application

Learners experience the target task
practicing Al safety principles. They also
participate in a quick check with their
teams.

Integration

At the end of the module, learners
are prompted to type out real goals
about their own unique Al safety
use. They also share how they would
apply those principles at their own
jobs with their manager & team.

©2024 All Rights Reserved Safar Labs Inc.
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The curriculum uses a short, chunked learning path that builds safe Al judgment before employees

receive role-specific productivity training. The sequence moves from foundational privacy awareness to

practical decision-making, then reinforces behavior through scenarios and future role-based checklists.

Module & Title

Format & Duration

Core Instructional
Focus

Key Deliverables /
Artifacts

Module 1: What Al
Changes About Privacy

Self-paced
microlearning (10-15
mins)

Introduces enterprise
Al tools, including
Microsoft 365 Copilot,
and explains why
HIPAA, PHI, privacy,
confidentiality, and
organizational policy
still apply when
employees use Al for
everyday work.

Plain-language safe Al
use overview;
approved enterprise Al
tools reference link.

Module 2: Recognizing
Sensitive Information

Scenario-based activity
(15-20 mins)

Helps learners identify
PHI, patient context,
employee-sensitive
information,
confidential business
information, and
combinations of details
that become sensitive
in healthcare settings.

Sensitive-information
recognition practice;
quick-reference
examples.

Module 3: Safe
Prompting and Data
Minimization

Interactive practice
(15—20 mins)

Teaches learners to
remove unnecessary
sensitive details, avoid
patient-identifying
information unless
explicitly authorized,
use minimum
necessary context, and
write prompts that
protect privacy.

Sanitized prompt
examples; minimum-
necessary prompt
checklist.
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Module 4: Review,
Verify, and Escalate

Applied scenario
practice (15-20 mins)

Builds habits for
reviewing Al outputs
before sharing or
acting, checking for
accuracy and
unintended disclosure,
and escalating
questions to managers,
Privacy, Compliance, IT,
Security, or Learning
support as appropriate.

Safe-output review
checklist; escalation
pathway guide.

Module 5: Role-Context
Practice and
Reinforcement

Facilitated discussion or
team huddle (20-30
mins)

Uses role-context
examples for workforce
users, leaders, support
teams, and clinicians to
help learners apply the
same safe-use
principles without
turning this program
into job-specific
productivity training.

Role-context discussion
prompts; future
checklist inputs by job
family.
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8. Evaluation Strategy: Four-Level Kirkpatrick Framework

Evaluation should measure whether employees understand and apply responsible Al behaviors in

healthcare work—not whether they can perform job-specific Copilot tasks. The framework below maps

training outcomes to Kirkpatrick’s four levels, with emphasis on confidence, knowledge transfer,

observable behavior, and reduction of privacy risk.

Kirkpatrick Level

Focus & Focus
Area

Measurement Metrics &
Indicators

Data Sources &
Collection Methods

Level 4: Results

Privacy Risk
Reduction &
Responsible
Productivity

e Reduction in preventable Al-
related privacy questions, near
misses, or inappropriate-use
reports over time.

e Increased employee
confidence using Al safely
within approved boundaries.

e Improved consistency in how
teams identify PHI, minimize
sensitive context, verify
outputs, and escalate
uncertainty.

e Evidence that role-based
checklist needs are identified
for future job-family training.

¢ No confirmed inappropriate
PHI disclosure through
unapproved or unsafe Al use.

Privacy incident
registers, compliance
audit findings, Al-use
support logs, LMS
completion and
assessment trends,
employee confidence
trends, governance
review notes, and role-
based checklist
readiness inputs.

Level 3: Behavior

Safe Al Behavior &
Workflow
Integration

¢ Observable use of approved
enterprise Al tools for
appropriate work purposes.

¢ Evidence that employees
minimize or remove sensitive
information before using Al.

e Increased use of escalation
pathways when PHI, privacy,
tool approval, or role-context
questions are unclear.

e Manager and team
reinforcement of responsible Al

Approved enterprise Al
tool usage trends, help
desk and privacy
question logs,
escalation ticket
themes, manager
observation check-ins,
team huddle feedback,
and periodic safe-use
self-attestations.
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behaviors in meetings, huddles,
and workflow discussions.

* Role-context examples used
without unnecessary hierarchy
or exclusion of workforce and
clinician groups.

Level 2: Learning

Privacy Knowledge

e Accuracy identifying PHI and

Scenario-based

& Safe-Use sensitive information in knowledge checks,
Decision Skill workplace scenarios. prompt-rewrite
e Ability to choose whether an | activities, branching
Al task is appropriate, decision exercises, LMS
restricted, or requires assessment scores, and
escalation. pre/post confidence
e Ability to rewrite prompts comparisons.
using data minimization and
de-identification principles.
e Ability to identify privacy,
bias, accuracy, or unintended-
disclosure issues in Al outputs.
Level 1: Reaction Learner ¢ Confidence identifying PHI, Post-training pulse

Relevance, Clarity
& Confidence

patient context, confidential
business information, and
employee-sensitive data.

¢ Perceived clarity of approved
enterprise Al tools and allowed-
use guidance.

¢ Confidence using the Safe Al
Use Decision Model.

e Psychological safety to pause,
ask questions, and escalate
uncertainty.

e Perception that examples
reflect workforce, leadership,
support, and clinician role
contexts.

surveys, confidence
ratings, relevance
ratings by audience
tier, open-text
feedback, and

facilitator observation

notes.
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9. Continuous Scaling & Knowledge Capture

To keep the training current and useful, the organization should treat responsible Al learning as an
evolving capability rather than a one-time course. Scaling mechanisms should help employees find
current guidance, reinforce safe behaviors, capture role-specific questions, and prepare the organization
for future job-family checklists and examples.

e Safe Prompt and Example Library: Learning, Privacy, Compliance, and business representatives
maintain a curated library of approved prompt patterns, de-identified examples, unsafe-to-safe
rewrites, and role-context scenarios that demonstrate data minimization and responsible Al use.

e Live Al Use Guidance Hub: A single maintained reference point explains approved enterprise Al tools,
allowed and restricted use cases, PHI and privacy boundaries, escalation pathways, and links to current
organizational policy so training content does not need to be republished for every policy update.

e Privacy and Safe-Use Feedback Loop: Governance, Privacy, Compliance, IT, Security, Learning, and
operational stakeholders review learner questions, escalation themes, support tickets, incident trends,
and emerging Al-use patterns to refine guidance and identify areas requiring reinforcement.

¢ Role-Based Checklist Development: Feedback from training, manager discussions, privacy questions,
and clinician scenario reviews is used to develop future job-family checklists for safe Al use. These
checklists should add role context without replacing the shared behavioral principles that apply to all
employees.

10. Implementation Plan

The implementation plan should roll out responsible Al training in manageable phases so employees can
build safe-use habits before moving into job-role-specific productivity instruction. The plan below
emphasizes governance readiness, small-pilot learning, role-context validation, enterprise launch, and

ongoing reinforcement.

Purpose Key Activities Outputs
Phase 1: Confirm the safe-use Validate approved Al Al use guidance hub,
Governance foundation before tools, allowed and escalation map,
Readiness training is released. restricted use cases, PHI governance sign-off.

guidance, escalation
paths, and ownership for
updates.

Phase 2: Learning | Create short, practical Develop microlearning Course prototype,
learning assets that build | modules, scenario facilitator guide, learner
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Key Activities
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Outputs

Design

safe Al judgment.

activities, prompt-rewrite
examples, safe-output
review practice, and
manager reinforcement
prompts.

job aid drafts.

Phase 3: Pilot and
Role Validation

Test clarity, relevance,
and inclusiveness before
enterprise launch.

Pilot with workforce
users, managers,
compliance/privacy
partners, IT/security
support, and clinician
representatives. Gather
feedback on role-context
examples and escalation
clarity.

Pilot findings, revised
examples, readiness
decision.

Phase 4:
Enterprise Launch

Deploy training
consistently while
keeping the message
manageable.

Launch via LMS or
intranet, communicate
leader expectations, link
to live guidance, and
provide manager
discussion prompts for
team reinforcement.

Launch
communications,
completion tracking,
support intake process.

Phase 5:
Reinforcement
and Continuous
Improvement

Sustain safe-use behavior
and prepare future role-
based checklists.

Review learner feedback,
escalation themes,
privacy questions,
support tickets, and

emerging Al-use patterns.

Refresh examples and
prioritize checklist
development by job
family.

Updated guidance,
reinforcement assets,
checklist roadmap.

Suggested rollout sequence: Begin with a small pilot group that includes administrative users,

managers, compliance/privacy partners, IT or security support, and clinician representatives. Use pilot

feedback to refine examples before enterprise launch, then develop role-based checklists only after the

shared principles are understood and stable.
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Role-based checklists should be developed after the shared responsible Al principles have been

introduced and validated. The purpose of the checklists is to help each job family apply the same safe-

use behaviors in its own workflow context, not to teach every role how to perform productivity tasks

with Al.

Purpose

Key Inputs

Outputs

1. Prioritize Job
Families

Identify which roles
need checklist support
first.

Al-use patterns, privacy
questions, support
tickets, leadership
input, clinician
feedback, and
compliance priorities.

Checklist roadmap by
job family and risk
level.

2. Map Role Context

Clarify where Al use
intersects with
sensitive information.

Representative
workflows, common
document types,
communication
channels, data
categories, and
escalation scenarios.

Role-context map
showing safe,
restricted, and
escalation-needed Al
use cases.

3. Draft Checklist
Content

Translate shared
principles into practical
role prompts.

Safe Al decision model,
PHI examples,
approved enterprise Al
tools guidance,
minimum-necessary
standard, and output
review expectations.

Draft checklist with
“before using Al,”
“while prompting,”
“before sharing
output,” and “when to
escalate” sections.

4. Validate with Role
Representatives

Ensure accuracy,
relevance, and inclusive
language.

Administrative,
leadership,
compliance/privacy,
IT/security, and
clinician reviewers;
physician / MD,
nursing, PA, MA, lab,
and NP input where
relevant.

Validated checklist
language and revised
examples.
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Outputs

5. Publish and Maintain

current and easy to
find.

Keep checklist guidance

Policy updates, tool
changes, new use
cases, audit findings,
and learner feedback.

Published checklists,
review cadence, owner
assignment, and
update history.

Recommended initial checklist groups: Start with broad job families rather than highly granular titles:

all workforce users, leaders and managers, administrative and operational staff,

Compliance/Privacy/Legal, IT/Security support, and the clinician community. Within the clinician

checklist, include examples for physicians / MDs, nursing, physician assistants, medical assistants, lab

workers, and nurse practitioners, calling out nurse practitioners separately when scope-of-practice or

independent patient communication affects the privacy decision.

Clinician-Specific Checklist Examples

The examples below illustrate how the shared safe Al principles can be translated into clinician-facing

checklist prompts. They should be validated with role representatives before publication and adjusted to

reflect the organization’s approved Al tools, clinical documentation policies, and PHI handling standards.

Clinician Role

/ Subgroup

Before Using Al

Prompt / Output Safety
Checks

Escalate When...

Physicians / Confirm the task is Use de-identified or The Al output may

MDs appropriate for an approved | generalized clinical influence patient-facing
enterprise Al tool and does context; review Al- communication, care
not require entering generated language for guidance, clinical
identifiable patient details, accuracy, clinical judgment, policy
clinical notes, or case- appropriateness, privacy interpretation, or
specific information unless risk, and unintended disclosure of patient-
explicitly authorized. patient-identifying details specific information.

before sharing.
Nursing Check whether handoff- Remove names, dates, The content relates to a

adjacent notes, care
coordination details, shift
summaries, or patient
communication drafts
contain PHI or enough

room numbers, record
numbers, family details,
and uncommon clinical
facts unless approved;
verify that outputs do not
change care meaning or

specific patient, shift
handoff, care escalation,
discharge instruction, or
patient/family
communication.
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context to identify a patient.

introduce unsafe
assumptions.

Physician Confirm whether the task Keep prompts generalized, | The Al output could affect
Assistants involves patient follow-up, avoid identifiable patient patient instructions,
education, documentation facts, and review outputs follow-up
support, or care for clinical accuracy, scope | recommendations,
coordination that may alignment, privacy, and documentation, or
require role-specific review | whether additional escalation decisions.
before Al use. supervising or team review
is needed.
Medical Review intake, scheduling, Use template-style A prompt or output
Assistants message-preparation, and prompts without patient includes appointment
clinic workflow content for details; verify that details, patient messages,
patient identifiers or generated wording does clinical interpretation, or
appointment context before | notinclude PHI, imply anything that may require
using Al. clinical advice beyond role | clinician, manager, Privacy,
expectations, or change or Compliance review.
approved patient-facing
language.
Lab Workers Check whether specimen, Use generalized process The task involves
result, ordering, routing, or descriptions; remove identifiable results,
quality-review information patient, provider, specimen routing, patient-
includes patient identifiers, accession, specimen, and specific test interpretation,
uncommon test context, or | result identifiers; review Al | quality events, or potential
operational details that outputs for accidental disclosure of sensitive
could reveal patient disclosure or misstatement | diagnostic information.
information. of lab process.
Nurse Determine whether the use | Use minimum necessary, The Al output could affect

Practitioners

case touches independent
assessment, ordering
authority, patient
communication, follow-up,
or documentation support
that may require additional
privacy or clinical
governance review.

de-identified context;
review outputs for
accuracy, scope-of-practice
alignment, PHI risk, patient
communication clarity, and
whether human clinical
judgment is still explicit.

independent patient
communication, ordering
decisions, clinical
assessment,
documentation, or
escalation to Privacy,
Compliance, or clinical
leadership.
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Checklist Example: Leveraging Enterprise Al in the Lab

Safe Automation vs. Restricted Data: Guidance for Laboratory Personnel

and sample data integrity.

INSTRUCTIONAL CONTEXT & OBJECTIVE
This guide outlines appropriate laboratory use cases for
enterprise Al tools like Microsoft Copilot. By separating
routine administrative tasks from restricted clinical and
proprietary data, lab staff can maintain HIPAA compliance

Workplace Scenario Matrix

Task Category

Safe for Enterprise Al

(Copilot)

Requires Manual /
Human Validation

Prohibited / Unsafe

SOPs & Documentation

Data & Log Analysis

Communication &
Reporting

Summarizing general
laboratory protocol
steps or standard
operating procedures.

Formatting equipment
maintenance schedules
or structuring raw
instrument usage
timestamps.

Drafting team handoff
summaries, shift logs,
or vendor inquiry
emails.

Validating step-by-step
technical accuracy
before executing a
clinical trial assay.

Interpreting diagnostic
results or confirming
quality control
threshold failures.

Reviewing lab
compliance audit
responses for
regulatory submission.

Pasting proprietary
chemical formulas or
unannounced patent
data into public
models.

Uploading un-scrubbed
patient sample logs,
MRNs, or EHR-linked
test results.

Sharing identifiable
clinical trial participant
responses or medical
histories.
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Laboratory Action Checklists

Safe Use Protocols (Enterprise Copilot)

[] Sanitize Inputs: Replace specific patient identifiers, sample IDs, or facility codes with generic
tokens (e.g., [PATIENT_A], [SAMPLE_01]). IMPORTANT: Always check data/information thoroughly
to ensure any patient information is removed.

] Verify Specifications: Cross-reference any generated mathematical calculations or chemical
ratios against official reference manuals.

[ Streamline Routines: Use Copilot to convert dense equipment user manuals into quick-reference
bulleted checklists.

Compliance & Governance Guardrails

[] Verify Session Protection: Always confirm your session displays the Enterprise Data Protection
(EDP) badge before inputting internal lab data.

[] PHI Authorization Barrier: Never input raw diagnostic outputs containing protected health
information (PHI) without explicit approval from the Privacy Officer.

Presenter Notes & Key Takeaways

FACILITATOR GUIDANCE

e Context Setting: Emphasize to lab workers that Copilot is designed to reduce administrative overhead,
such as drafting shift handoffs and organizing maintenance logs, so they can focus on high-stakes clinical
precision and analytical rigor.

e The 'Human-in-the-Loop' Principle: Remind the team that Al outputs serve as first-draft starting points.
Lab staff remain the ultimate authority for quality control and regulatory compliance.




